Data Protection
and Privacy Compliance

Navigating European Union Data Privacy Regulations

GDPR Introduction
Business in the digital economy relies
heavily on data. As more data associated
with speciﬁc individuals is created and
collected, companies are subject to
increasing risks and ﬁnes from mismanagement or privacy breaches. As a result, more
legal requirements are being imposed
to protect personal data. One of the most
far-reaching set of legal requirements went
into eﬀect on 25 May 2018 – the EU General
Data Protection Regulation (GDPR).
The GDPR is designed to harmonize and
extend data protection laws across the
European Union, and provides data
subjects with a wide range of rights that
can be enforced against enterprises that
process personal data. The shift to a
protection model that focuses on
individual privacy represents a major
transformation in data privacy policy, with
high cost for noncompliance.

SAP Ariba and Data Privacy
SAP Ariba can help you manage and protect employee and supplier data so your
procurement and supply chain teams can focus on getting business done. We
embed safeguards into each step of the source-to-settle process and your
interactions with suppliers so you can better manage data security and privacy.
And we help support your compliance programs and share updates to our
solutions as regulations change.

Information Processed by
SAP® Ariba® Solutions
SAP® Ariba® solutions collect
“business contact information”
relating to procurement and supply
chain transactions in accordance
with the SAP Ariba Privacy
Statement. A sample of the data we
collect is shown at right:

How SAP Ariba Manages Compliance
Our customers’ needs for new tools and functionality, combined with changing
domestic and international regulations, has necessitated a thorough and
ongoing process to assess the compliance of our solutions and manage any
planned updates. In general, we follow the steps below:
We conduct a data protection impact assessment on our
application and infrastructure components to identify and reduce
the likelihood of privacy risk for data subjects.
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We map data processing to declare and understand personal data
ﬂows and any opportunities for compliance measures to be added.

We implement process and product feature updates – with vetting
at multiple levels, including formal internal and external certification and attestation audits and subprocessor assessments – to
minimize risks.
We reevaluate during the development cycle and monitor
operational processes to conﬁrm that our solutions are working in
tandem with customers’ processes to manage data protection
compliance and enable quick resolution of any issues.

Compliance and Your Company
As companies move toward digital
transformation, implementing data
management processes and technologies
that protect personal data and privacy is
becoming increasingly important.

Other SAP Ariba Technical and Organizational Measures
SAP Ariba cloud services are provided to thousands of customers worldwide, with
data managed in 11 global data centers following accepted industry guidelines as
outlined below.
All data in motion is encrypted using
Transport Layer Security (TLS) 128bit encryption.

Backup Media
All backup media are encrypted
using Advanced Encryption
Standard (AES) 256-bit encryption
before being stored oﬀ site.

Secure Port

Learn More
For additional resources and information, you
can access the SAP Cloud Trust Center to see
what we’re doing to comply with the GDPR,
explore the GDPR information web site, or
review the Handbook on European Data
Protection Law.
For speciﬁc questions relating to your account
and any existing SAP Ariba agreements or
contracts, please contact your representative.

Data at Rest

Data in Motion

Our goal is to continually evaluate and
enhance data protection and privacy
features across our suite of solutions to
holistically focus on the technology,
processes, and people involved.

We encrypt sensitive information such
as payment card data and user
credentials using 128-bit encryption
when stored.

Industry Audits
We are certiﬁed under industry
standards covering security,
availability, processing integrity,
conﬁdentiality, and privacy.

All access to SAP Ariba solutions is
available only via a secure port 443.

SAP Ariba and GDPR Compliance
SAP Ariba has uniﬁed the approach for all SAP Cloud solutions with the data
processing agreement (DPA), which goes beyond standard contractual clauses
in providing privacy assurances. SAP Ariba solutions can help you manage six
key areas of GDPR compliance, including:

Consent

Right to Be Forgotten

SAP Ariba solutions capture user
consent and acknowledgement
of privacy notices before allowing
use by new users. We are also
reviewing integrated consent
mechanisms such as
customer-conﬁgurable privacy
statements.

Supplier-facing solutions support
self-service opt out, so recipients
can unsubscribe to email notiﬁcations and phone calls. Buyer-facing
solutions put user and role
management in the hands of the
customer administrator. We are
also reviewing features for personal
data retention, such as customerconﬁgurable archives and personal
data deletion tools.

Transparency

Restriction
of Processing

Accountability and
Process Support

SAP Ariba solutions allow you to
manage authorization, authentication, and role-based access for your
employees, contractors, and third
parties. Detailed ticketing and
workﬂow features help new SAP
Ariba administrator users to adapt
user access to changing roles and
manage inactive users.

We give your company (data
controller) assistance for
privacy-feature related questions,
actions, complaints, and objections
through SAP Ariba support.
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Right to
Rectiﬁcation
SAP Ariba solution users can
edit or correct their personal
data in user proﬁles within the
system at any time.

No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company.
The information contained herein may be changed without prior notice.
Some software products marketed by SAP SE and its distributors
contain proprietary software components of other software vendors.
National product specifications may vary. These materials are provided
by SAP SE or an SAP affiliate company for informational purposes only,
without representation or warranty of any kind, and SAP or its affiliated
companies shall not be liable for errors or omissions with respect to the
materials. The only warranties for SAP or SAP affiliate company
products and services are those that are set forth in the express
warranty statements accompanying such products and services, if any.
Nothing herein should be construed as constituting an additional
warranty.
In particular, SAP SE or its affiliated companies have no obligation to
pursue any course of business outlined in this document or any related
presentation, or to develop or release any functionality mentioned
therein. This document, or any related presentation, and SAP SE’s or its
affiliated companies’ strategy and possible future developments,
products, and/or platforms, directions, and functionality are all subject
to change and may be changed by SAP SE or its affiliated companies at
any time for any reason without notice. The information in this document
is not a commitment, promise, or legal obligation to deliver any material,
code, or functionality. All forward-looking statements are subject to
various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue
reliance on these forward-looking statements, and they should not be
relied upon in making purchasing decisions.
SAP and other SAP products and services mentioned herein as well as
their respective logos are trademarks or registered trademarks of SAP
SE (or an SAP affiliate company) in Germany and other countries. All
other product and service names mentioned are the trademarks of their
respective companies. See www.sap.com/corporate-en/legal/
copyright/index.epx for additional trademark information and notices.

SAP Ariba solutions provide
visibility to a user’s personal data,
oﬀering administrator features for
export of user data in a standard
format and log changes to user
information and settings, including
consent and opt out.

